CHAPTER FOUR

The Implications of

Armstrong v. the Executive Office
of the President for the

Archival Management of
Electronic Records™

This article reviews the arguments presented by both sides
in the lawsuit Armsfrong v. Executlve Office of the President
which concerned the electronic mail created by the Reagan
and Bush White House on the IBM Profs system. It examines the
emerging consensus among darchivists worldwide on ap-
proaches to managing electronic records and considers the
ways in which the position taken by the government failed to
reflect best practices. Specificadlly, it examines recent discus-
sions of functional requirements for recordkeeping systems and
raises some implications of a functional perspective for
archival programs and strategies. It concludes by arguing that
archivists will need to play a more active role in the society at
large in order to ensure that the broader culture understands
and acts on the threats to accountability presented by com-
puter-based electronic communications.

* Originally published in American Archivist 56 (Fall 1993): 674-689.
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INTRODUCTION

On 19 January 1989, the final day of the Reagan adminis-
tration, after repeated efforts to secure their retention by other
means, Scott Armstrong (then Executive Director of the Na-
tional Security Archive) and others filed a Freedom of Infor-
mation Act (FOIA) request and turned to the Federal Court
system to ensure that the contents of the White House elec-
tronic mail and records system would be subject to archival
review before disposition. They sought an injunction pro-
hibiting the destruction of backup tapes from the IBM Profs
system which served the agencies of the Executive Office of
the President (EOP), including the National Security Council
(NSC). This is the same system that earlier achieved substan-
tial notoriety because it revealed that Lt. Colonel Oliver North
and his superiors had engaged in a scheme to sell arms to Iran
and use the profits to aid the Nicaraguan Contras after North
had destroyed the paper trails that might have implicated the
National Security Council staff in the effort.

The suit that Armstrong, et al., filed claims that some in-
formation on the Profs system qualifies either as agency
records under the FOIA and Federal Records Act (FRA) or as
Presidential records under the Presidential Records Act.! They
asserted that the Executive Office of the President failed to
formulate guidelines consistent with law and regulation for
the management of its electronic mail and to implement these
in White House agencies. And they contended that the
Archivist of the United States neglected to carry out his statu-
tory responsibilities with respect to the electronic record on
the Profs system. The suit asked for relief in the form of im-
plemented guidelines for future electronic mail and for ap-
praisal of the records that were on the Profs system at the time
of filing.

On the afternoon of 19 January 1989, Judge Parker of the
D.C. District Court issued a temporary restraining order en-
joining the government from disposing of the Profs tapes and
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the government agreed to maintain the information that was
at that time in the Profs system until final resolution of the
suit. The defendants (the government) then filed a motion to
dismiss the case or issue a summary judgment. That case was
heard by Charles R. Richey who denied the motion for dis-
missal or summary judgment on 15 September 1989.2 The gov-
ernment appealed the Richey decision to the U.S. Court of
Appeals arguing, among other things, that the plaintiffs did
not have standing to sue under the Presidential Records Act
because the act did not permit judicial review. The appeals
court of Judges Wald, Ginsburg, and Randolf ruled that while
the claims made by the plaintiffs were within the purview of
the records management provisions of the FRA and PRA, the
actions of the president under the PRA were not subject to ju-
dicial review? and returned the case to Judge Richey. After
considerable maneuvering and many delays in the discovery
process, Judge Richey handed down a decision on the sub-
stantive issues on 7 January 1993, which declared the proce-
dures established by the White House "arbitrary and capri-
cious" and completely rejected the claims made by the gov-
ernment that untold harm would result from accepting the
claims of the plaintiffs At the same time, Richey, who felt he
was constrained by the earlier appeals court ruling, declined
to review decisions by the president as to what records on the
system might be covered under the Presidential Records Act,
effectively leaving open a back door to declare any records
presidential and then dispose of them without further over-
sight or archival appraisal.

The Richey decision was also appealed by the government
but the unanimous ruling of the appeals panel upheld the de-
cision against the government on 13 August 1993.% In a cross-
appeal, the plaintiffs asked that actions of the president in de-
termining which records were not federal records be made
subject to review and the court reversed the Richey decision in
this respect, dealing a second defeat to the government.
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While this case may not yet be resolved in a legal sense,
the issues it raises, both about the specific defenses made by
the government regarding the Profs electronic mail system in
the White House and about requirements for archival man-
agement of electronic records, have been fully laid out in the
case to date and are not going to change. I do not intend to
contribute to the discussion of the legal issues which may still
need to be resolved by the courts. Nor, except in passing to
clarify other points, will I comment on issues raised by the
case with respect to the doctrine of separation of powers,
which are quite obviously unique to the particular setting and
irrelevant to electronic records management in general. In-
stead I would like to focus archival attention on the claims
made by the government and rejected by the appeals court
which reflect prevalent misunderstandings of the implications
of electronic records and on the larger professional challenges
presented by electronic records management for archivists. Fi-
nally, I will comment on the need this case exposes for
archivists to be come involved in policy debate to clarify their
role in society.

THE FACTS

In Armstrong v. the EOP (also referred to in this chapter by
its colloquial name, the Profs Case) both parties agree that the
Profs system was used in the White House for communication
among the president and his closest advisors at the National
Security Council from April 1985 and in the rest of the
Executive Office of the President after November 1986. Both
agree that at the end of the administration government offi-
cials intended to erase all remaining data on the system. Both
acknowledge that the White House created both presidential
records and federal records and that each of these categories of
records is governed by separate acts. Both parties also agree
that the NSC and some other components of the Executive
Office of the president are federal agencies and as such are
subject to the FRA which requires that the head of each federal
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agency "shall make and preserve records containing adequate
and proper documentation of the organization, functions,
policies, decisions, procedures and essential transactions of the
agency" where the terms "records” includes "all books, papers,
maps, photographs, machine readable materials, or other doc-
umentary materials regardless of physical form or characteris-
tics, made or received by an agency of the United States
Government...."¢

The plaintiffs and the government disagreed about when
records are covered by the PRA and when by the FRA. Under
the PRA, presidential records are defined as "documentary
materials, or any reasonably segregable portion thereof, cre-
ated or received by the president, his immediate staff or a unit
or individual of the Executive Office of the President whose
function is to advise and assist the president, in the course of
conducting activities which relate to or have an effect upon the
carrying out of the constitutional, statutory, or other official or
ceremonial duties of the president."” Also, the parties agreed
that some records might be personal records not covered by
the PRA; the intent of Congress being that "all records which
are neither agency records subject to FOIA nor personal
records would fall within the ambit of Presidential record."8

The PRA provides that all materials produced or received
by the president or his staff "shall," to the extent practicable,
"be categorized as presidential records or personal records
upon their creation or receipt and be filed separately."” During
his term of office a President may "dispose of those of his
Presidential records that no longer have administrative, his-
torical, informational, or evidentiary value."® The government
argued that this right was absolute and not subject to review,
but the plaintiffs successfully argued that the authority to dis-
pose of presidential records was granted only if the president
first obtains the written views of the Archivist of the United
States and the archivist states that he does not intend to notify
Congress of the proposed disposal. The PRA states that the
archivist "shall request advice of congressional committees as
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regarding disposals when he considers records proposed for
destruction may be of special interest to the Congress" or that
consultation with Congress would be "in the public interest."

Reversing a ruling of the lower court, the appeals court
ruled that although it had previously concluded that decisions
to dispose of presidential records were not subject to judicial
review, it did not follow that the president could declare any-
thing to be presidential. "Contrary to the district court, we
conclude that the PRA allows limited review to assure that
guidelines defining presidential records do not improperly
sweep in non-presidential records. Accordingly we remand to
the district court to determine whether the relevant NSC and
OSTP directives categorize non-presidential records as subject
to the PRA."

The government argued that any records created by any-
one who serves in an advisory capacity to the president at any
time are thus presidential records while the plaintiffs success-
fully argued a narrow interpretation which in effect allows
only the specific records created solely for briefing the presi-
dent to be considered presidential and then only if they are not
previously or subsequently distributed as federal records. The
expression used by the court was that federal records "trump"
presidential records.

The parties agreed that the Archivist did not give prior
authority to the disposal of the electronic records of the Profs
system and the government admitted that the archivist was
advised by the plaintiffs of the proposed destruction of these
records before it was scheduled to take place and did not elect
to act. Even though Congress was not given an explicit means
of vetoing a presidential destruction request, the legislation
provided that such a request needed to be received sixty days
prior to the proposed disposal date. The clear intention was
that Congress could use political means of pressuring the
president if it disagreed with a particular disposal request.

Finally the PRA requires that the Archivist of the United
States "shall assume responsibility for the custody, control and
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preservation of, and access to, the Presidential records" on
conclusion of the president's term of office and that disposal of
such records thereafter will require sixty days published pub-
lic notice.!’ As the Archivist did not take custody of the
records, except following the court injunction and then only as
a means of securing them physically, this point was not dis-
puted.

ARCHIVAL ISSUES RAISED BY THE CASE

The case Armstrong v. the Executive Office of the President is
obviously of great importance because of the nature of the de-
fendant and the records at issue. However, many of the judg-
ments made by the court have significance for the archival
management of electronic records outside of the U.S. federal
government because they are not grounded simply in narrow
interpretations of regulations and law but on a relatively so-
phisticated understanding of how electronic communications
have come to be used in modern organizations and on the
nature of the software employed in electronic communications
systems. Specifically, the court dismissed four arguments
made by the government which are typically made in other
organizations unable or unwilling to manage electronic
records.

First, it rejected the government argument that electronic
copies are convenience copies if the primary organizational
records are maintained in paper format. The court sided with
the plaintiffs who argued that if anything is to be considered a
convenience copy in an electronic communication environ-
ment it would have to be paper copies because more can be
done with the electronic record, not all records are copied to
paper, and more information is present about the structure
and context of the record in its electronic form.

Second, following standard corporate practices and other
court rulings, the court rejected the government claim that cal-
endars and some notes were private and personal information,
not government records. The plaintiffs noted that electronic
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calendars of important White House officials were made
available to many people throughout the organization and
were essential to the conduct of day-to-day business by many
people other than the principals. They pointed to patterns of
use, and to the intentions of the implementers of electronic
communication systems, to demonstrate that these systems
have become integral to the operations of organizations, in-
cluding the White House.

Third, a major issue in the dispute was whether the White
House agencies, prior to or following the filing of the case,
gave adequate instructions to their staffs to prevent the unau-
thorized destruction of electronic mail. While this issue was
muddied because the parties never agreed on the basic facts of
whether the agencies gave the advice they said they gave,
much less whether than advice was legally correct, adminis-
tratively implemented, or adequate, the court decision in this
arena was far reaching. "The government's basic position is
flawed because hard-copy print-outs that the agencies pre-
serve may omit fundamental pieces of information which are
an integral part of the original electronic records, such as the
identity of the sender and/or recipient and the time of re-
ceipt.”

The FRA states that the Archivist "shall provide guidance
and assistance to Federal agencies”, "promulgate standards,
procedures, and guidelines.!> The court decision in effect up-
holds the standards and guidelines with respect to electronic
records that were in place: these state that when both paper
and electronic records exist, both must be separately sched-
uled because they have different value. The court found that
employees had not been given written instructions to print
electronic mail notes, calendars, and documents to paper, that
insofar as they had "implicitly" been given such instructions
by virtual of instructing them how to keep paper records, the
instructions were flawed because they suggested that records
need only to be printed to paper. The flaw here was two-fold.
First, the instructions suggested that records need only be
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copies when the information they contain does not exist in any
other record, when of course the same information may exist
in many records while the fact that they contain the same in-
formation does not in any way make them copies. Second, the
printing of electronic mail messages would have resulted in
the loss of structural and contextual information required to
understand their significance including the names of recipi-
ents and senders, the date and time of receipt, the link to prior
messages, full distribution lists, and so on.

Thus the basis for the court ruling is identical to the rea-
soning employed by archivists worldwide (outside the U.S.
federal government) in the past few years: structural and con-
textual data in addition to the content of messages are crucial
to "recordness," and "archiving" without capturing such criti-
cal evidence is equivalent to destroying the record.®

"Even assuming, without of course deciding [the issue of
copies] that one set of parallel documents retained in a differ-
ent records system and a different medium than another set
may be classified as a 'cop(y)’ under the FRA and thus subject
to unobstructed destruction, the electronic records would still
not qualify as 'full reproduction(s) or transcription(s); imita-
tion(s) of a prototype . . .duplicate(s),' [Websters New Universal
Unabridged Dictionary (2nd ed., 1979)] of the paper print-outs.
This is because important information present in the e-mail
system, such as who sent a document, who received it, and
when that person received it, will not always appear on the
computer screen and so will not be preserved on the paper
print-out.”

Finally, the court found that electronic mail was used for
substantive business communications but that neither the
White House nor the Archives treated Profs as a record-
keeping system. The intention of Profs, according to IBM
which was quoted in court briefs, was "reduce your depen-
dence on mail, telephone, and other conventional systems" so
users can "perform daily office jobs" such as sending and re-
ceiving messages, keeping calendars, scheduling meetings and
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storing documents. Affidavits filed in the case make it clear
that Profs served all these roles in the White House and that it
was increasingly heavily used. The court noted that "the 1,300
federal employees with access to the EOP and NSC electronic
mail systems can, and apparently do, utilize them to relay
lengthy substantive -- even classified -- "notes" that, in content,
are often indistinguishable from letters and memoranda."

Additionally, testimony makes it clear that users of the
system considered it "unusual” for information in Profs to be
thought of as a "record." In the White House, as in many other
organizations with integrated office automation systems, em-
ployees were expected to delete most of the information in the
electronic system on a regular basis for the convenience and
ease of the data center. They were not given any written in-
structions on how, when, and by what criteria to do this nor
were the deletions considered actions of disposal with respect
to recordkeeping requirements. Until May 1993 when the EOP
decided to implement a front-end program, the Profs system
was not set up to permit differentiation between types of
records at the time of creation. Even then it only allowed the
individual who created the record to code whether it was
"personal” or "record” (as required in this case by the law). It
did not established any review procedure for deletion of non-
personal materials (although such a procedure was also re-
quired and specified by law). In addition, the designation
given to a record was subject only to the record creator's
judgment, in this case informed by a faulty briefing on the law,
and not to archival review.

Unfortunately, the passive role played by the U.S. Na-
tional Archives in this situation was not atypical of the role
played by archivists elsewhere. In the selection and imple-
mentation of the White House Profs system, archivists were
not included among those defining the initial procurement
and their requirements were not taken into account. In re-
sponse to the court, a front-end enabling users to classify the
archival value of their own records was belatedly constructed
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but no criteria were defined for determining record status and
no automatic criteria, such as capturing any information sent
to other individuals, were implemented. Archivists were not
involved in the review of materials selected for deletion or in
the definition of filing structures.

The Archivist of the United States in this case, as is true of
archivists in most such cases, did not take custody of elec-
tronic records of the office (even though the law states that
when the administration ends the archivist "shall assume re-
sponsibility for the custody, control, and preservation of and
access to" all records), in part because the archives lacked ex-
perience and competence to process such material. The
Archivist of the United States was found negligent for not re-
porting the imminent destruction of the records when he
found out about it, not demanding better records management
practices for electronic mail at the White House, and not pro-
mulgating guidelines with sufficient specificity to be followed
by agencies. Like his counterparts in archives elsewhere, the
archivist had not done so because he lacked an intellectual
framework in which to ground such guidelines.

FUNCTIONAL REQUIREMENTS FOR
RECORDKEEPING SYSTEMS

A framework of guidelines for archival management of
corporate electronic records was in the earliest stages of being
articulated in 1989 but has since been very much more fully
elaborated and now can serve as a basis for practical action to
assure that electronic information systems create and maintain
records. The Profs Case even contributed to framing some of
the issues in the emerging archival professional consensus but
the case made by the U.S. government appears to have been
frozen at the very time that the archival community world-
wide was making tremendous strides towards resolving the
issues raised by electronic records management. As a conse-
quence, the position taken by the government in the Profs

D. Bearman, Electronic Evidence, © Archives & Museum Informatics, 1994



ARMSTRONG V. THE EOP / 129

Case is not informed by the best thinking that has taken place
since 1989.

In January 1990, a group of experts (including several
members of the NARA staff) attended a meeting held under
the aegis of the Benton Foundation which sought to establish a
professional consensus regarding how best to approach the
archival management of electronic records. The meeting,
which was called specifically to see if the profession could de-
velop consensus around issues raised by the Profs Case, fo-
cused on systems design and implementation strategies in ad-
dition to policy.* At the time, the conclusions reached at the
meeting were reported only in Archives and Museum Infor-
matics, a techrical newsletter addressed to a relatively small
segment of the archival profession. At their request, the names
of some NARA and OMB participants in the discussion were
not reported. But the degree of consensus and the extent of the
framework adopted by that group was tremendous and, even
though it was not reflected in subsequent legal briefs by the
U.S. government in the Profs Case, the position advanced at
that meeting became a common foundation for the work con-
ducted by many of the participants (including Charles Dollar
of the NARA Research and Evaluation Staff) in the years that
followed. It is useful to review the conclusions of that confer-
ence in the context of the appeals court decision in the case of
Armstrong v. the Executive Office of the President because the
thinking of that group and of the court coincide.

The group agreed that the ultimate solutions to electronic
records management problems would only come when
archivists were involved in defining the requirements for new
systems acquisition and applications implementation. This be-
came the basis for numerous efforts since then to define func-
tional requirements for electronic records systems. The meet-
ing also agreed on ten steps to implementing acceptable (if not
ideal) records management control within existing systems:
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(1) Reinforce to users that electronic data may be records.

In the Profs Case the government minimized the record-
ness of these systems referring to them as telephone surrogates
and convenience copies. The language used by the White
House even when it was defending its practices, did not place
emphasis on the fact that electronic documents are presump-
tively records but rather acted as if being a record was an ex-
ception, if not even an exceptional case. If, as the government
asserted, it instructed employees to copy to paper those elec-
tronic documents that "rise to the level of a record" it was si-
multaneously conveying to them their superiors did not feel
that these systems created records.

(2) Identify the organizational requirements for access.

Records required by more than one individual are com-
municated transactions. Other people than the author must
therefore have access to them. Determining why, and for how
long, the organization needs to have a record is a critical task
in information management. In the Profs Case the government
claimed that calendars made for distribution to many parties
were, nevertheless, private personal records not subject to
FOIA. The court rejected the concept that a record that was
disseminated as a basis for action by others within an organi-
zation could be considered personal.

(3) Establish that documentation is a basic management re-
sponsibility.

Without formal accountability in mid-level management
for documentation of all programs there will not be such doc-
umentation. In the system established at the White House
there was no responsibility beyond the individual record cre-
ator, and no reporting of creation of records and destruction
patterns by the system. Even though this guidance acknowl-
edges that archivists cannot assure that electronic records
management guidelines will be followed on their own, it as-
sumes they will be present and involved; in the White House
Profs Case the archivist disclaimed any responsibility and the
Court found that the guidelines adopted by the White House
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did not even contain the correct interpretations of the defini-
tion of records, of responsibilities of individuals, nor of the
degree of agency authority over records.

(4) Require program managers to establish guidelines for use
of systems that are dictated by organizational policy inter-
ests; do not permit guidelines to be driven by the data center
or systems administrators based solely on system admin-
istration efficiencies, such as reducing storage loads.

The guidelines established by the White House were
driven by convenience of data center managers or by the ad-
ministrative interests of individual agencies rather than by the
broader interests of the federal government as a whole. Inter-
estingly, because users of the Profs system did not care about
records policies at all (and because no method was introduced
into system design to assure that these policies would be acted
on) the system as it was backed up under injunction on the fi-
nal day of the Reagan Administration was replete with elec-
tronic mail dating from the inception of the system despite the
instructions from data center managers to delete records.

(5) Begin establishing guidelines with systems that may oth-
erwise not produce paper trails, like electronic mail.

Needless to say the White House did not follow this ad-
vice,

(6) Construct shared files and common file structures and
naming conventions to support retention decisions and ac-
cess.

No guidelines are provided to users of the White House
system about how they could implement a central electronic
filing system instead of storing idiosyncratic directories in a
physical file that happened to reside in one place. Even dis-
tributed network PCs can achieve a virtual central file by rig-
orous adherence to such conventions.’
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(7) Implement backup procedures dictated by the require-
ments of the application area.

In the White House, knowing where advice comes from,
who gave it, who signed off on it, and when it was communi-
cated are all critical application requirements, but the proce-
dures implemented to save electronic mail, even if they had
been used, were particularly deficient in not being able to
capture structural links and contextual data necessary to re-
construct these fundamental evidential properties.

(8) Define the data to be captured including stamps of cre-
ation and use which need to be defined and implemented
through the system.

The court decision focused on documentation of the cre-
ation of records and found it necessary to retain structural and
contextual information along with the content of the record.
Although the court did not address documentation of the use
of records, provisions are made for tracking access to files in
paper record systems in the EOP. The use of electronic docu-
ments, however, was not audited by the systems set up in the
White House.

(9) Avoid the guidance to "print records out to paper" unless
all the data in the system can be routinely printed out and
will be filed.

While the experts assembled in 1990 could not completely
agree on never printing records out to paper or microform,
they agreed completely that it would only be acceptable if all
the associated data about the record, including data known
only to the system such as permissions, was assembled in a
meaningful relationship to the content and also printed out.
The White House made no provision for this requirement.

(10) Adopt only administrative solutions that pass the tests
of operational utility and legal acceptability. Archival con-
cerns per se are tertiary.

The decision in the Profs Case settles whether the ap-
proach used was legally acceptable, but it failed equally the
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test of operational utility. Some individuals never deleted a
record during their tenure while others routinely deleted ev-
erything. No systems were in place to conveniently retrieve a
specific record unless the name given it by the record creator
was known. No guidance was given to employees on how to
organize files and no facilities were provided to do so conve-
niently. Finally, the authority given to individuals to make de-
cisions about what constitutes a record and to remove those
which they did not want to have serving as evidence violates
the basic principles of bureaucratic accountability, as well as
the principles of government accountability to its citizenry.

Since January 1990 substantial work has been done to ex-
tend the analysis of the functional requirements of record-
keeping systems and define strategies for assuring that infor-
mation systems create, maintain, and provide access to
records, not just to data. The first major study bringing
together a strategy for archival management of electronic
records was a policy guideline drafted for the United Nations
Administrative Coordinating Committee for Information
Systems (ACCIS) and subsequently adopted and published by
them. In the body of that document, this author proposed a
working definition of electronic records that was suitable for
articulating systems requirements.!® According to this
definition, since widely adopted elsewhere, records are
information that participate in "transactions.” The guidelines
further focused attention on the documentary requirements of
business applications rather than of software applications,
files, or particular transactions, a source of some confusion in
the Profs Case where answers are often being sought in terms
such as "what should we do with electronic mail” rather than
in terms of the business applications and transactions which
alone define the appropriate retention period for records.

The ACCIS report also stated the requirement to be able to
segregate records and non-records at the time of creation and
to protect their "recordness,” including contextuality and
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structure, over time. These requirements, which were then ad-
dressed in so far as they could be satisfied through policy ap-
proaches taken alone, have since been incorporated into sub-
sequent statements of functional requirements for electronic
recordkeeping.

During 1989, the National Archives of Canada was
working through the Office Systems Working Group of the
Treasury Board in an effort to define the functional require-
ments of a corporate office application that satisfied records
management requirements.” Reports from that project, in-
cluding the software application specification called FORE-
MOST and the studies of office systems implementations con-
ducted under the IMOSA project, informed archivists world-
wide. Emphasis in these studies was placed on the identifica-
tion of records, the filing rules that determined how records
would be maintained over time, and the requirement that
archives must be preserved so as to be "available, usable and
understandable."’® The National Archives of Canada IMOSA
project has also defined "Functional Requirements for a Cor-
porate Information Management Application" (November
1992) and conducted surveys of vendors to establish what
high level requirements of corporate information management
applications are currently satisfied by the marketplace.!?

In 1991, the international consensus about approaches to
electronic records management was advanced by meetings of
experts in Macerata, Italy, Perth, Australia, and Marburg, Ger-
many (whose proceedings are published) and have been rein-
forced by workshops led by the author and others in 1992 and
1993.2% More recently, as a result of the National Archives of
Canada, the Australian Archives, and a conference sponsored
by the National Historical Publications and Records Commis-
sion conference on research issues in electronic records,
archivists in English-speaking countries are moving towards a
consensus from archivists, records managers, auditors,
Freedom of Information and Privacy Act administrators, and
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security personnel on the data which is required to assure that
a record constitutes evidence.?!

A major study currently underway at the University of
Pittsburgh has codified an initial draft set of requirements
which has had input from a broad segment of the knowledge-
able community.22 Additional elements of a full functional re-
quirement are being sought and the criteria incorporated into
the draft are being tested in a variety of locations. These func-
tional requirements, the reasons for their definition and pro-
mulgation, and the ways archivists can use them, are dis-
cussed elsewhere in the literature, but the important core of
the requirement is the way in which it reiterates in the capture,
the maintenance, and then access to records the importance of
content, structure, and context. The essential theme running
through the requirements is that not all information is a
record. Records are tied to transactions by contextual and
structural links that are not necessarily part of their content
and may even (like the post-dated check and the distribution
list which contains names which never were sent copies) belie
their content. The fundamental archival concern is to assure
that records are evidence, and are retained with their eviden-
tial properties intact, and are available as evidence when they
are needed in the future.

DO WE LACK AUTHORITY OR WILL?

The government, in Armstrong v. the EOP, claimed that the
actions of the president with respect to his records were not
subject to judicial review. Further, it claimed that, if they were,
his actions in issuing guidelines to White House staff about
retaining records would place him in full compliance with the
law since it falls to the president as executive and as agency
head to determine what is and is not a record. The same claim
is essentially made by any manager who asserts that he can
determine what is a record. In the face of such claims, given
the realities of electronic communications which are so easily

compromised, do archivists require a kind of authority they
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have previously lacked? Or do they only need to act in a dif-
ferent manner and at a different time than with paper records
in order to fulfill their mission?

The Archivist of the United States was held to be in con-
tempt of court (although this order was subsequently dis-
missed on appeal for technical reasons) for failure to act to
protect electronic records as soon as he knew they were going
to be deleted. The archivist was further cited for failure to de-
velop and promulgate standards for government-wide man-
agement of electronic office systems. Obviously the court did
not believe that the archivist lacked authority, but was apply-
ing a standard to the timing of actions with respect to elec-
tronic records that would have been quite unusual to demand
for paper records.

The need to expand the actions of archives, if not their
actual legislative authority and possibly even their mission
statements, was recognized by the conferees at the 1990
Pittsburgh summer institute sponsored by the National Asso-
ciation of Government Archives and Records Administrators
(NAGARA).23 State archivists gathered at this meeting issued
a final series of papers from that meeting in which they
envisioned archivists as taking an active role in intruding
themselves into the development and requirements of systems
and into their operation within agencies. A similar position
was taken in the UN report in which the policy requirements
identified included policies that specified the involvement of
archivists in systems development and implementation. It
argued that unless the archivists could influence the design of
systems they would not be able to exercise the kind of control
over records based on activities in which those records
participated that is required to assure the satisfaction of the
documentary requirement of an application.?

A proactive stance based on achieving data administra-
tion control over active records was recommended to the
Archivist of the United States by the National Institute of
Standards and Technology in 1989.25 NIST argued that the
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archivist needed to define government-wide standards for
data dictionaries and establish a unified information directory
system for the government in order to adequately control the
electronic records of the office systems. A role of NARA in
building a metadatabase, called the Federal Information Loca-
tor system, was proposed when this concept was first enacted
as law in the Paperwork Reduction Act and urged on NARA
by this author in 1981.26 Unfortunately, in their response to
NIST it is evident that NARA staff still do not understand how
to implement metadata guidelines to document documenta-
tion.?”

By 1990, archivists in the New York State Archives and
the National Archives of Canada (institutions which led the
way in establishing programs for the management of machine-
readable records), concluded that unless the archives enter
into agreements with agencies about the desired result (e.g.,
adequate documentation) of records management programs,
they will need to be involved in the design of every electronic
system, or in the specification of requirements that will govern
acquisition of every system, in their governments. John
McDonald and his colleagues in Canada were already
working on specifications for office records systems (the
FOREMOST specification) and Margaret Hedstrom and her
colleagues in New York were exploring system-level appraisal
of multi-agency and multi-jurisdictional electronic information
systems.28

At the 1990 NAGARA conference, five of six speakers in
two sessions devoted to these topics reached agreement that
what was required on the part of archivists was a willingness
to depart from the way in which they have managed the paper
record.? This departure would include involvement directly
or indirectly in the definition of information systems require-
ments based on the documentary requirements of applica-
tions. It would probably also include willingness to consider
not taking physical custody of electronic records in favor of
exercising control over them.
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If it was the case (and it may be in some instances) that
government archives programs lacked the statutory authority
to intervene in the definition of up front systems requirements
based on archival policy requirements or that they lacked the
authority to exercise control without custody, then archivists
should be out lobbying legislatures to establish these authori-
ties and they should employ in their arguments for such pow-
ers the illustration of cases such as the Profs Case that demon-
strate this need. The legislatures and the governing boards and
authorities under which non-public archives are administered
need to understand that the problems confronting archivists in
the management of electronic records are not going to be
solved by employing the techniques that were used to control
paper records. New techniques may or may not require new
authorities, but if they do, archivists should be prepared to ar-
gue for them.

Recently the recognition that electronic records manage-
ment may require new activity on the part of archives has led
to a discussion of program strategies for archives, especially
for electronic records. One implication of these discussions is
the possibility they present of a radical redefinition of the
archival profession and a reintegration of records management
and archives. Ties between them were severed in many pro-

grams over a decade ago but must be recombined if electronic
archival records are to be imagined.3?

PUBLIC UNDERSTANDING
OF RECORDS POLICY ISSUES

Regardless of the outcome of Armstrong v. the EOP, the
broader society in which we live needs to reach an under-
standing about the nature and importance of records and the
issues affecting the retention of electronic evidence if archivists
are to have any future in the twenty-first century. This law suit
may or may not be resolved by the recent Appeals Court
ruling which could be further appealed until mid-November
1993 and which will in any event not be the last legal tangle in
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this complicated case. The Freedom of Information Act request
which lies at the heart of the case has not yet been acted on
and it is likely that the government will not release any
records under that request for many years. But electronic
communication systems will play an increasingly important
role in the formulation and execution of public policy. The re-
cent development of a National Health Care Policy by a loose
community of advisors communicating to a great extent over
the Internet illustrates this dramatically. If our citizens do not
reach a deeper appreciation of the need for evidence in the
emerging "electronic democracy,” the rubric will rapidly be-
come a misnomer. | believe that archivists have a responsi-
bility to put the issues more squarely before the public. In not
taking a political stand and clearly articulating the responsi-
bility of government administrators for the creation and
maintenance of an accountable record, 1 fear they have shirked
that responsibility and will pay for their timidity with their
professional identities and future careers.

In 1993, as 1 write, archivists have yet to take an official
position in the case of the ex-Archivist of the United States
who participated in a direct assault on the integrity of the
electronic records of the Bush Administration.3! Four months
after being served with a contempt citation (since lifted) the
present, acting-Archivist of the United States has yet to re-
spond to the court demand that she promulgate government-
wide guidelines for management of electronic mail systems.
This case will eventually be resolved on its merits. It will im-
pact how all government archivists will handle electronic
records, not only within the federal government but at the
state level as well. Despite the profound impact, the Society of
American Archivists has not been heard. The plaintiffs include
the National Security Archive, the Center for National Security
Studies, the American Historical Association, the American
Library Association and several individuals including former
U.S. Senator Gaylord Nelson. The case for the plaintiffs is be-
ing argued by Alan Morrison of the Public Citizens Litigation
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Group and Kate Martin of the American Civil Liberties Union
Foundation. Where is the SAA? -

Archivists must craft a position that will secure pubhc
backing for the electronic record and actions taken to preserve
it. Archivists should have been on the front lines of a political
battle for judicial review of presidential records decisions. As
long as archivists lack, or feel they lack, the authority to-re-
quire appraisal of these records, they should be welcoming ju-
dicial review as a step that will result in ordering the archival
appraisal of -these and similar- records. The fact that -the
Archivist of the United States was a defendant in this case
should have been further reason to join the suit in defense of
the true position of archives. Instead the executive branch has
to legitimate as archival a position that would have effectively
placed the prési_den_t above the law and above judicial review
and totally subverted the intention of both the. Pr_esidehtial
Records Act and'the Freedom of Information Act. .

Like the Appeals Court, archivists should re}ect com-
pletely, and . publicly, .the position taken by the National
Archives that records are what the head of an agency defines
them to be. They should abandon the pernicious concept that
information "rises to the level of a record" which contradicts
the archival concept of records as documentation of transac-
tions and has no place in law. Archivists should demand that
NARA promulgate guidelines for electronic records which
base records retention requirements on documentary require-
ments of business applications not software utilities. If neces-
sary, archivists should go to Congress with a request to change
the authorities of the National Archives in order to be able to
effectively carry out electronic records management. The cur-
rent position of the NARA Center for Electronic Records and
Acting-Archivist of the United States Trudy Petersen that no
changes are necessary in NARA _practice to cope with elec-
tronic records is dangerous, deluded, and destructive.

Court cases are important not only for the resolution of
the specific issues at hand, but also as arenas in which broad
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cultural understandings of the nature of responsibilities and
technologies can be exposed. Armstrong v. the EOP revealed
how unresolved a variety of issues having to do with archival
accountability are in the minds of government employees and
how common misunderstandings of electronic records re-
quirements are among information systems administrators. If
archivists do not use this and other opportunities to articulate
forcefully what we expect from records creators and systems
designers and to extend their mission and authorities both
legally and in practice, we will lose most of the archival record
of the next decade and squander our role as protector as of the
public interest in documented accountable government.
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